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        TIVERTON POLICE DEPARTMENT 

SUBJECT:   Computer Systems GENERAL ORDER NO.  300.70 

 PAGES:  4 

SECTION: 300- Law Enforcement Operations AMENDS/SUPERSEDES: 15-2 

SUBSECTION: 00- General  

PER ORDER OF: EFFECTIVE DATE: 01/05/2015 

 REVISED DATE: 01/05/2015       

 Thomas Blakey, Chief of Police REVIEW DATE:  01/05/2018      
 

CALEA: 41.3.7 

RIPAC:   

 
NOTE:  This written directive is for the internal governance of the Tiverton Police Department, and is not intended and 

should not be interpreted to establish a higher standard of care in any civil or criminal action than would otherwise be 

applicable under existing law. 
 

INDEX WORDS: Network Administrator, E-mail  

 

I. POLICY: 

 

The Department’s computer system is provided to employees to assist them in 

conducting police business.  The computer system, which consists of computers, 

software, printers, file servers, and all files including documents and mail messages, 

is the sole property of the Tiverton Police Department.  Use of the system for outside 

business ventures, commercial solicitation, or illegal purposes are prohibited.  

Excessive use of the computer system for personal work is also prohibited 

 

II. PURPOSE: 

 

To establish guidelines to ensure the effective, efficient and secure operation of the 

Tiverton Police Department’s computer system. 

 

III. DEFINITIONS: 
 

A. Electronic Mail (E-Mail) System:  Provides an electronic means of 

communication to individuals or groups within the Department and, 

externally, to and from parties with Internet mail addresses.    

 

B. Network Administrator:  Department employee responsible for overseeing 

the Department’s computer system operations, including but not limited to, 
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hardware and software installation and maintenance, password security, e-

mail purging, etc. The Network Administrator for the Tiverton Police 

Department is the Uniform Division Commander (Captain). 

 

IV. SOFTWARE GUIDELINES: 

 

A. Employees must comply fully with the terms of software vendors’ license 

agreements.  The Department does not permit, and will not tolerate, the use 

of software that has been copied or installed in violation of copyright or 

license agreements.  All software used on the computer system must be 

supported by a valid license and proof of purchase. 

 

B. Problems resulting from software installations can impact the system 

negatively and cause damage to the computer system.  Because of this 

potential, the Network Administrator or designee is solely responsible for the 

installation of software. 

 

C. The Network Administrator shall maintain a comprehensive record of 

installed software used to manage the Department’s software license assets 

and shall maintain the documentation necessary to re-install software on PCs 

after equipment failure. 

 

D. Department employees may not install software on the computer system 

without prior permission from the Network Administrator. 

 

E. Only the Department’s Network Administrator, Staff Lieutenant and Chief of 

Police or designee can authorize installation of software, repairs, or 

modifications to the system or its components. 

 

F. Only the Department’s Network Administrator, Staff Lieutenant and Chief of 

Police or designee can manipulate or alter any current software running on 

any agency –owned mobile, desktop or handheld computers. 

 

G. These software guidelines, although somewhat restrictive, provide a 

necessary structure for administering the computer system and maintaining 

its operational status. 

 

V. COMPUTER VIRUSES: 

 

A. Because computers are vital to Department operations, virus contamination 

must be diligently avoided. 

 

B. Viruses can alter data, destroy programs, erase the contents of a computer 

hard drive, and even cause the Department-wide local area network to fail. 
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C. Computer viruses are often contained in free software obtained outside the 

Department, on disks sent to us from others, or in e-mail messages from the 

Internet. 

 

D. Consequently, no disk shall be used in the computer system unless first tested 

by either the Network Administrator, Accreditation Manager, Chief of Police 

or designee. 

 

VI. ELECTRONIC MAIL: 

 

A. The e-mail system is provided to employees to assist them in conducting 

Department business.  As such, Department employees are to treat e-mail as 

confidential. 

 

B. As of 01/05/2015 the Tiverton Police Department shall utilizes one (1) e-mail 

system, an external e-mail system which allows access to e-mails from 

outside of the department.  The internal e-mail system in the Records 

Management System (RMS) shall be discontinued as of 01/05/2015.  E-mails 

are assigned by the Network Administrator, Chief of Police or the Staff 

Lieutenant.   

 

B. Orders that are transmitted via Department e-mail shall carry the same weight 

as verbal and/or written orders. 

 

C. Upon reporting to work, and periodically throughout the day, employees are 

to check their e-mail file for messages. 

 

D. The e-mail system shall not be used for any messages that can be reasonably 

considered offensive, discriminatory, defamatory, disparaging, or threatening 

to any employee, person, or entity.  The e-mail system shall be used for 

police business only, and any misuse will not be tolerated. 

 

E. E-mail and other computer files are discoverable in litigation.  Even deleted 

messages may be accessible, via backup tape or printed hard copy. 

 

G. E-mail messages older than ninety (90) days may be subject to purging from 

the Department’s computer system, as part of routine system maintenance by 

the Network Administrator.  The purging procedure eliminates excessive 

numbers of stored e-mail messages that tax and slow down the computer 

system. 

  

1. The Network Administrator shall notify Department employees prior 

to each purge, to allow them to print out any e-mail messages they 

wish to save. 
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VII. PASSWORD SECURITY: 

 

A. Password protected login IDs restrict access and secure data on the computer 

system. 

 

 B. Employees are responsible for all activity generated from their login IDs.  

 

 C. To exercise control, employees should take the following precautions: 

 

1. Do not disclose your password to anyone or write it where it may be 

seen 

 

2. Promptly logout after completing your work or leaving the work area 

 

3. Do not disclose your password which grants a higher level of access 

into the computer system to another employee 

 

4. If you suspect that your password has been compromised, change it 

immediately and notify the Network Administrator. 

  

D. The Network Administrator shall conduct an annual Computer Password 

Audit, which includes verification of all passwords, access codes, or access 

violations.   

 

VIII. RECORD KEEPING PRACTICES: 

 

A. Data and reports contained in the Department’s computer system are 

classified as non-official documents. 

 

B. Any information gathered from the Department’s computer system shall not 

be released to the public, without prior permission of the Police Chief or his 

designee.     
 


